
Chapter 10. Security Levels  
Security level which raises the safety of a project is as the admission for users to access to projec ts 
or windows. When setting the attributes of the window, we can see the selection of security level 
which displays as below:  

 
 
Note: Security level is only valid for base window but not for other windows.  
There are 3 levels in a project. Level 0 is the lowest level of security (all have access to these 
windows regardless of the password), Level 1 is a middle level allowing access to level 1 and level 
0 windows. Level 2 is the highest level of security and can access all levels. For example, we can 
set the security of the most important switches as highest level so that general users are not allowed 
to access these important switches.  
 
Here we take an example of security level:  
Select [File]/[New] to create a new project. Check [Security Control] from [Edit]/[System 
parameters]/[Security] and then set the passwords for di fferent 3 levels. 1111 is given to level 1:  



 
 
System register LW9042 displays the security level of the active base window and just can be read 
out not be written in. Create a Numeric Data object and place it on window 10 to display the current 
security level showed as below:  
 

 
The whole project is as follows:  



 
Save, compile and Off-line simulation:  

 
Because there' s no password input, the current security level must be 0.  
Now, create a window 11 and set the security level for 1:  



 
Create a function key on window 10, the attributes display as below:  

 



 
Save, compile and Off-line simulation:  

 
When we press function key, we are not allowed to switch to window 11. The reason is because the 
current security level is 0 but the security level of window 11 is 1. Lower security level can' t access 
to higher security level. We are allowed to enter higher security level by inputting password. System 
register LW9040-LW9041 are for setting password. Add another Numeric Data object on window 
10:  



 
Note: The system is kept register LW9040-LW9041 the introduction password,number is double 
word. Add a Numeric Input object , Save, Compile and Off-line simulation:  

 
Now, if we input password 1111, the current window will be switch to level 1. 



 
Press the switch window button under security level 1, window is successfully changed to window 
11: 

 

However, how to switch the higher level security to lower lever security? LW9043 allows the 
project to force the HMI to a lower security level. Add a Numeric Data on window 10 as below: 



 
Save, Compile and Off-line Simulation: 

 
Input 1 into Change level but current level doesn’t become 1. A lower level can’t be force to higher 
level. 



 
Now, we input password 1111 to change the current level to 1: 

 
Press function key to switch window 11. If we set 0 for change level, the current level becomes 
0 and we can’t switch the current window to window 11. 



 
It raises the system safety to apply the reasonable password security level to the projects by 
different permissions for different operators. 


